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Indistinguishability Obfuscation (iO) — Definition
10 is powerful!
How can iO be useful to you?

Fun open questions.
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Obfuscation same functionality
hides structure
Obf

Program P(.) > P(.)

Think of P(.) as a circuit with OR and NAND gates.

Or... ...think of P as a C-program and P‘ as an unreadable
version of it...

...and we want to prove that the obfuscation is “secure”.
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P=NP = iO (for program = circuit)

Construction: Obf(C):=
lexicographically first circuit that computes
the same function as C.

Security: For all C,, C, that compute the same
function: Obf(C,(.)) and Obf(C,(.)) are
indistinguishable.

Equal!

Efficiency:
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poly time Statistically secure

Indistinguishability Obfuscation iO

fone )
P

O \o¥ ( P,’ V) = P\ Mandomi yed P =
Covvectiess: ¥ Prx: P(x)= P00 whee P=OLECP ) \
/gecuy;%/: PR = OWF(F) » OLE(F)

These two distributions are close/equal
(not just hard to distinguish).

\ /

For funct. Diff. Programs.

For funct. Equiv. Programs.




[KMNPRY14] Komargodski-Moran-Naor-Pass-Rosen-Yogev: OWFS & (Im)Perfect Obf., FOCS 14

OWF < NP & BPP + (stat. secure) iO

Construction: Why is this an OWF?
r — Obf(0(.);r)

Assume towards
/ \ contradiction that there
Constant zero exists a polytime inverter...
function that Randomness . . . .

unction thatmaps .. "\ ¢ cator Goal: distinguish satisfiable

all values to 0. o
from unsatisfiable formulae
(& reach contradiction)

@ € UNSAT @ € SAT

Obf(0(.))

For funct. Equiv. Programs.

For funct. Diff. Programs.




[GRO7] Goldwasser-Rothblum: On best-possible obfuscation, TCC 07

No iO with statistical security

(under complexity assumptions)

e 35si0= coNP € NP

Obf(0(.))

For funct. Equiv. Programs. For funct. Diff. Programs.




O-functions are important.

e OWF: r — Obf(0;r)
* Impossibility: Considers range of Obf(0;r)
* Lower bounds in Proof Complexity

For funct. Equiv. Programs.

For funct. Diff. Programs.
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AVOID

*m>n

Input: Expanding* circuit C:{0,1}" — {0,1}"
Goal: Output y € {0,1}'" such that y & Im(C).



AVOID

*m>n

Input: Expanding* circuit C:{0,1}" — {0,1}"
Goal: Output y € {0,1}'" such that y & Im(C).

Theorem [llango-Li-Williams]: det. polytime algo
for AVOID + iO with small enough 0 = coNP € NP.

This s quite weak, because most y & Im(C) still
would not have a proof that they‘re outside Im(C).
! ' o

2. A deterministic poly-time algo. for AVOID would be
proof that a certain y € {0,1}™ is not & Im(C).



AVOID

*m>n

Input: Expanding* circuit C:{0,1}" — {0,1}"
Goal: Output y € {0,1}'" such that y & Im(C).

Theorem [llango-Li-Williams]: det. polytime algo
for AVOID + iO with small enough 6 = coNP € NP.

Proof.



*m>n -

Input: Expanding* circuit C: {0,1}™ — {0,1}™
Goal: Output y € {0,1}™ such that y & Im(C).

Theorem [llango-Li-Williams]: det. polytime algo
for AVOID + iO with small enough 6 = coNP € NP.

Proof. obfuscator randomness
if Y(x) =0 Witness for unsatisfiability of 1:

om
C[]l): y] (J\f)1= {y ifll)(x) -1 (y,7) such that:

AVOID(C)=y, where C=0bf(C[, y];r)

— AVOID

SA € {0,1}™
formula



*m>n -

Input: Expanding* circuit C: {0,1}™ — {0,1}™
Goal: Output y € {0,1}™ such that y & Im(C).

Theorem [llango-Li-Williams]: det. polytime algo
for AVOID + iO with small enough 6 = coNP € NP.

Proof.

— AVOID

if Y(x) =0 Witness for unsatisfiability of 1:

Om
C[’/}: y] (X)Z= { y if w(x) — 1l (y,7) such that:

AVOID(C)=y, where C=0bf(C[, y];r)

SA € {0,1}™ i
, _ , correct iO
formula This branch is correctness
not used. of AVOID algo

Soundness. Witness (y, ) exists. = y & Im(()

=y & Im(C[y,y])
= 1) unsatisfiable



*m>n -

Input: Expanding* circuit C: {0,1}™ — {0,1}™
Goal: Output y € {0,1}™ such that y & Im(C).

Theorem [llango-Li-Williams]: det. polytime algo
for AVOID + iO with small enough 6 = coNP € NP.

Proof.

— AVOID

if Y(x) =0 Witness for unsatisfiability of 1:

om
C[I/}, y] (X):= {y ifl/)(X) —1 (y,7) such that:

AVOID(C)=y, where C=0bf(C[, y];r)

SA € {0,1}™
formula

Completeness. Y unsatisfiable. Find (y, ).

Problem. It could be that for every y € {0,1}'", it holds
that for every r,y # AVOID(C) for C=Obf(C|y, y]; 1)

circular dependency



*m>n -

Input: Expanding* circuit C: {0,1}™ — {0,1}™
Goal: Output y € {0,1}™ such that y & Im(C).

Theorem [llango-Li-Williams]: det. polytime algo
for AVOID + iO with small enough 6 = coNP € NP.

Proof.

— AVOID

if Y(x) =0 Witness for unsatisfiability of 1:

om
C[I/}, y] (X):= {y ifl/)(X) —1 (y,7) such that:

AVOID(C)=y, where C=0bf(C[, y];r)

SA € {0,1}™
formula

Completeness. Y unsatisfiable. Find (y, ).

Problem. It could be that for every y € {0,1}'", it holds
that for every r,y # AVOID(C) for C=Obf(C|y, y]; )

Idea. Choose y € {0,1}™ such that
Pr[y = AVOID(C) | C=0Obf(0;71)] = 2™
r

no dependency ©



*m>n -

Input: Expanding* circuit C: {0,1}™ — {0,1}™
Goal: Output y € {0,1}™ such that y & Im(C).

Theorem [llango-Li-Williams]: det. polytime algo
for AVOID + iO with small enough 6 = coNP € NP.

Proof.
0™ ifyY(x) =0 Witness for unsatisfiability of Y-
[, y1(x):= {

— AVOID

: — (y,7) such that:
i l/)(x) 1 AVOID(C)=y, where C=0bf(C[v, y];r)

SA € {0,1}™
formula

Completeness. Y unsatisfiable. Find (y, ).

Idea. Choose y € {0,1}™ such that
Pr[y = AVOID(C) | C=0bf(0;r)] = 2™™
r

Smce AVOID needs to output stringsin {0,1}™,
st one of them needs to be chosen with prob. > 27™,
so that probabilities add up to 1.



*m>n -

Input: Expanding* circuit C: {0,1}™ — {0,1}™
Goal: Output y € {0,1}™ such that y & Im(C).

Theorem [llango-Li-Williams]: det. polytime algo
for AVOID + iO with small enough 6 = coNP € NP.

Proof.

— AVOID

if Y(x) =0 Witness for unsatisfiability of 1:

om
C[I/}, y] (X):= {y ifl/)(X) —1 (y,7) such that:

AVOID(C)=y, where C=0bf(C[, y];r)

SA € {0,1}™
formula

Both equivalent.
Both all-zero circuit.

Completeness. Y unsatisfiable. Find (y, ).

Idea. Choose y € {0,1}™ such that
Pr[y = AVOID(C) | C=0bf(0;r)] = 2™™
r

I;r[y = AVOID(C) | C=0bf(C[y,y]; )] >0

Choose r such that this holds. ifg<27™



O-functions are important.

e OWF: r — Obf(0;r)
* Impossibility: Consider range of Obf(0;r)
* Lower bounds in Proof Complexity

For funct. Equiv. Programs.

For funct. Diff. Programs.




O-functions are important.

* OWF: r — Obf(0;r) (D ‘ Q

* Impossibility: Consider range of Obf(0;r)
* Lower bounds in Proof Complexity

0 for P,, P, with short proof P< P,

Impossibility/OWF/Lower bounds: not anymore
Pure crypto applications: still seem to work

i0 for Turing Machines: else only for circuits

Better Constructions? (or bounded-input Turing Machines)
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