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Goals

Indistinguishability Obfuscation (iO) – Definition 

iO is powerful!

How can iO be useful to you? Lower bounds.

Fun open questions. Not recommendations.



Cryptographic Pseudorandom Generators



Cryptographic Pseudorandom Generators



Cryptographic Pseudorandom Generators



Cryptographic Pseudorandom Generators



Cryptographic Pseudorandom Generators



Cryptographic Pseudorandom Generators



Cryptographic Pseudorandom Generators



Obfuscation

Program P(.)               P‘(.)

Think of P(.) as a circuit with OR and NAND gates.

Or… …think of P as a C-program and P‘ as an unreadable 
version of it…

…and we want to prove that the obfuscation is “secure“.

Obf

same functionality
hides structure
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Construction: Obf(C):= 
 lexicographically first circuit that computes 

the same function as C.

P=NP

     (for program = circuit)

Security: For all C0, C1 that compute the same 
function: Obf(C0(.)) and Obf(C1(.)) are 
indistinguishable.

 Equal!
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Statistically secure

These two distributions are close/equal
(not just hard to distinguish).

For funct. Equiv. Programs. For funct. Diff. Programs.



Constant zero
function that maps 
all values to 0. 

For funct. Equiv. Programs. For funct. Diff. Programs.

Randomness
of the obfuscator

Why is this an OWF?

Assume towards 
contradiction that there 
exists a polytime inverter…
Goal: distinguish satisfiable 
from unsatisfiable formulae
(& reach contradiction)

Obf(0(.))Obf(0(.))

[KMNPRY14] Komargodski-Moran-Naor-Pass-Rosen-Yogev: OWFS & (Im)Perfect Obf., FOCS 14

Construction:



No iO with statistical security
(under complexity assumptions)

For funct. Equiv. Programs. For funct. Diff. Programs.

Obf(0(.))Obf(0(.))

[GR07] Goldwasser-Rothblum: On best-possible obfuscation, TCC 07



0-functions are important.

• OWF: r ↦ Obf(0;r)

• Impossibility: Considers range of Obf(0;r)

• Lower bounds in Proof Complexity 

For funct. Equiv. Programs. For funct. Diff. Programs.
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AVOID

SAT 
formula

obfuscator randomness



AVOID

SAT 
formula correctness

of AVOID algo

This branch is
not used.

⇒ 𝑦 ∉ 𝐼𝑚(𝐶 𝜓, 𝑦 )

⇒ 𝜓 unsatisfiable

correct iO



AVOID

SAT 
formula

circular dependency

Problem. It could be that for every 𝑦 ∈ 0,1 𝑚, it holds
that for every 𝑟, y ≠ AVOID(C) for C=Obf(𝐶 𝜓, 𝑦 ; 𝑟)



AVOID

SAT 
formula

Problem. It could be that for every 𝑦 ∈ 0,1 𝑚, it holds
that for every 𝑟, y ≠ AVOID(C) for C=Obf(𝐶 𝜓, 𝑦 ; 𝑟)

Idea. Choose 𝑦 ∈ 0,1 𝑚 such that
Pr
r
[y = AVOID(C) | C=Obf(𝟎; 𝑟)] ≥ 2−𝑚

no dependency ☺



AVOID

SAT 
formula

Idea. Choose 𝑦 ∈ 0,1 𝑚 such that
Pr
r
[y = AVOID(C) | C=Obf(𝟎; 𝑟)] ≥ 2−𝑚



AVOID

SAT 
formula

Both equivalent.
Both all-zero circuit.

Idea. Choose 𝑦 ∈ 0,1 𝑚 such that
Pr
r
[y = AVOID(C) | C=Obf(𝟎; 𝑟)] ≥ 2−𝑚

Pr
r
[y = AVOID(C) | C=Obf(𝐶 𝜓, 𝑦 ; 𝑟)] > 0

Choose r such that this holds.



0-functions are important.

• OWF: r ↦ Obf(0;r)

• Impossibility: Consider range of Obf(0;r)

• Lower bounds in Proof Complexity 

For funct. Equiv. Programs. For funct. Diff. Programs.



0-functions are important.

• OWF: r ↦ Obf(0;r)

• Impossibility: Consider range of Obf(0;r)

• Lower bounds in Proof Complexity 

iO for P0, P1 with short proof

Impossibility/OWF/Lower bounds: not anymore

Pure crypto applications: still seem to work

iO for Turing Machines: else only for circuits
          (or bounded-input Turing Machines)Better Constructions?
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