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Context

T Indistinguishability obfuscation (iO) is powerful — implies (almost) all of cryptography, assuming OWF.
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Context

T Indistinguishability obfuscation (iO) is powerful — implies (almost) all of cryptography, assuming OWF.
T History:
I 2001: Formal definition and impossibility of virtual black-box obfuscation [BGIRSVY01]
I 2013: First candidate construction of iO [GGHRSW13], demonstration of usefulness [SW14]
I 2014-2020: Breaking and fixing, constructions from progressively weaker assumptions, e.g. [BV15;
AJ15; LPST16a; LPST16b; LV16; Lin17; LT17; AJLMS19]
I 2021-2022: First constructions from “well-founded” assumptions [JLS21; JLS22], not post-quantum
I 2020-2025: Breaking and fixing post-quantum constructions [BDGM20; WW21; GP21; HJL21;
DQVWW21; BDGM22; JLLS23; CLW25; HJL25]

T Status quo:

I All existing constructions require very long chains of transformations
I No post-quantum construction from “well-founded” assumptions
I No (remotely) practical construction

T Next talk: Latest attempt on post-quantum iO [CLW25]
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Background

Agenda

| will attempt to explain one of the construction chains:

Next Talk — XiO

Succinct FE

— Sublinear-size FE

Succinct FE

— Sublinear-time FE

recursion

— i0O.

Note: Not a “well-founded assumptions” chain, but a chain with plausible post-quantum constructions.
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Background

Computation model

T We assume the (Boolean) circuit model of computation.
t Circuit families (to be obfuscated) are parametrised by input length n € N.
T A circuit is denoted as
r:{o,1}" — {o0,1}".
t Al circuits considered are poly(n) size. Therefore [TruthTable(I')| = 27 - m < 2°%("),

t Cryptographic algorithms are parametrised by a security parameter A € N. Setting A\ = 128 means
achieving 128-bit security.
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Xio

Indistinguishability Obfuscation (iO)

Definition [ ]

An Indistinguishability Obfuscation (iO) is a pair of algorithms (Obf, Eval) such that

[« obf(17,T), y + Eval(T, x).
i Correctness: Forany I, x € {0,1}", EV&'(r,X) = I(x).
t Indistinguishability: If [y = Iy then ¢ &% [ 4.
t Efficiency: || < poly(|T], \).
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Xio

Indistinguishability Obfuscation (iO)

Definition [ ]

An Indistinguishability Obfuscation (iO) is a pair of algorithms (Obf, Eval) such that

[« obf(1*,1), y + Eval(T", x).
i Correctness: Forany I, x € {0,1}", EV&'(r,X) = I(x).
i Indistinguishability: If [y = Iy then g &% T 1.
t Efficiency: || < poly(|T], \).

Q: Indistinguishability only for equivalent circuits. Why useful?
Alfly ~, rg = r}f ~; [1,then [y =, r(T, ~g r1T =~ I.
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XiO

EXponentially-efficient iO (XiO)
T iO is trivial if we drop efficiency requirement:

Construction: I = TruthTable(I").

t What if we require || < [TruthTable(I")| - poly(\) with constant o < 12
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Xio

EXponentially-efficient iO (XiO)
T i0 is trivial if we drop efficiency requirement:

Construction: I = TruthTable(I").

t What if we require || < [TruthTable(I")| - poly(\) with constant o < 12

Definition [ ]

An EXponentially-efficient iO (XiO) is a pair of algorithms (Obf, Eval) such that

[« obf(1}, 1), y + Eval(T, x).

t Correctness: Forany I', x € {0,1}", Eval(Obf(1*,T), x) = I'(x).
t Indistinguishability: If [y = 'y then Obf(Iy) ~, Obf(I'¢).
T Non-trivial efficiency:

|| < [TruthTable(T)|* - poly(\),
1 Time(Obf) < |TruthTable(I")| - poly(A).
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Xio

XiO to iO

Assume the existence of XiO and the hardness of Learning with Errors (LWE), then iO exists.

The transformation goes through an intermediate notion called Functional Encryption (FE).

How to Construct Indistinguishability Obfuscation? Part |

/17



Xio

Functional Encryption (FE)

An FE is a tuple of algorithms (Setup, KGen, Enc, Dec) such that

i (mpk, msk) < Setup(1*): Generate master public and secret keys

t sk <— KGen(msk, I'): Generate functional key for circuit I : {0,1}" — {0,1}"”
i cixty <— Enc(mpk, x): Encrypt x € {0,1}"

t y < Dec(skr, ctxty): Decrypt and supposedly obtain y = I'(x)

Security: Given (skr, ctxty), can only learn (I, [(x)) but nothing else.
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XiO

Functional Encryption (FE)

An FE is a tuple of algorithms (Setup, KGen, Enc, Dec) such that
i (mpk, msk) < Setup(1*): Generate master public and secret keys
t sk <— KGen(msk, I'): Generate functional key for circuit I : {0,1}" — {0,1}"”
i ctxty < Enc(mpk, x): Encrypt x € {0,1}"
t y < Dec(skr, ctxty): Decrypt and supposedly obtain y = I'(x)

Security: Given (skr, ctxty), can only learn (I, [(x)) but nothing else.

The XiO-to-iO transformation is very sensitive to the efficiency of Enc. We say that FE is ...
t “Sublinear-size” if |ctxt,| < |[[|* - poly(A) and Time(Enc) < [TruthTable(I")| - poly(A),
t “Sublinear-time” if Time(Enc)| < I - poly(A),
t “Succinct” if Time(Enc) < m - poly(A, log|I'|).
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XiO

From XiO to iO

LWE — Succinct FE
Next Talk — XiO

Succinct FE

—> Sublinear-size FE

Succinct FE

— Sublinear-time FE

recursion

— i0
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Xio

From XiO to iO

LWE — Succinct FE
Next Talk — XiO

Succinct FE

—> Sublinear-size FE

Succinct FE

— Sublinear-time FE

recursion

iO
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Xio

From XiO to iO

LWE — Succinct FE
Next Talk — XiO

Succinct FE . .
==." Sublinear-size FE

Succinct FE

— Sublinear-time FE

recursion

— i0
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XiO

XiO + Succinct FE —> Sublinear-size FE [LPST16a]
Goal: Construct Sublinear-size FE for " : {0,1}" — {0,1}™.

i Setup(11): Run Setup of SuccinctFE.
t KGen(msk, I'):
t Define I'T : (x,i) — i-th bit of ['(x).
I Output SuccinctFE secret key ski of I't.
 Enc(mpk, x):
t Output XiO I of M : i — SuccinctFE.Enc(mpk, (x, 7).
f Dec(sle-, Cixty):
i Run ctxt,; « [1(i) for all .
I Output SuccinctFE.Dec(skLctxtx’,') foralli. / I't(x,i) = i-thbitof [(x).
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XiO

XiO + Succinct FE —> Sublinear-size FE [LPST16a]
Goal: Construct Sublinear-size FE for " : {0,1}" — {0,1}™.

t Enc(mpk, x):
1 Output XiO M of M : j SuccinctFE.Enc(mpk, (X, /).

Proof of sublinear-size ciphertext:

Succinc
|SuccinctFE.Enc(mpk, (x, /)| < 1 - poly(A, log |T'])
|TruthTable(M)| = m - |SuccinctFE.Enc(mpk, (x, /)|
< m - poly(A, log |'[)
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XiO

XiO + Succinct FE —> Sublinear-size FE [LPST16a]
Goal: Construct Sublinear-size FE for " : {0,1}" — {0,1}™.

t Enc(mpk, x):
1 Output XiO M of M : j SuccinctFE.Enc(mpk, (X, /).

Proof of sublinear-size ciphertext:

Succinc
|SuccinctFE.Enc(mpk, (x, /)| < 1 - poly(A, log |T'])
|TruthTable(M)| = m - |SuccinctFE.Enc(mpk, (x, /)|
< m - poly(A, log |'[)

If| < [TruthTable(I)|* - poly(\)

< m® - poly(, log T
< |F|* - poly(), i.e. sublinear-size ciphertext
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Xio

From XiO to iO

LWE — Succinct FE
Next Talk — XiO

Succinct FE

—> Sublinear-size FE

Succinct FE . .
—> Sublinear-time FE

recursion

— i0
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XiO

Sublinear-size FE + Succinct FE — Sublinear-time FE [LPST16b]
Goal: Construct Sublinear-time FE for I" : {0,1}" — {0, 1}™.

i Setup(1*): Run Setup of SuccinctFE and SSizeFE.

t KGen(msk, I'):
I Generate SuccinctFE key sk, for x — SSizeFE.Enc(mpk, x).
I Generate SSizeFE key sk; for x — I'(x).

 Enc(mpk, x): Output SuccinctFE.Enc(mpk, x).

t Dec(skr, Cixty):
I Use SuccinctFE key skg,, on ctxt, to obtain an SSizeFE ciphertext ctxt:[.
I Use SSizeFE key sk; on ctxt] to obtain I'(x).
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XiO

Sublinear-size FE + Succinct FE — Sublinear-time FE [LPST16b]
Goal: Construct Sublinear-time FE for I" : {0,1}" — {0, 1}™ where n < poly(\).

t KGen(msk, I'):
I Generate SuccinctFE key sk, for x — SSizeFE.Enc(mpk, x).
I Generate SSizeFE key sk; for x — (x).

 Enc(mpk, x): Output SuccinctFE.Enc(mpk, x).

Proof of sublinear-time encryption:

SublinSize

|SSizeFE.Enc(mpk, x)| < |I'|* - poly(A) Vx
SublinSize

Time(SSizeFE.Enc) < |TruthTable(I")| - poly(A)
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XiO

Sublinear-size FE + Succinct FE — Sublinear-time FE [LPST16b]
Goal: Construct Sublinear-time FE for I" : {0,1}" — {0, 1}™ where n < poly(\).

t KGen(msk, I'):
I Generate SuccinctFE key sk, for x — SSizeFE.Enc(mpk, x).
I Generate SSizeFE key sk; for x — (x).

 Enc(mpk, x): Output SuccinctFE.Enc(mpk, x).

Proof of sublinear-time encryption:

SublinSize
|SSizeFE.Enc(mpk, x)| < |I'|* - poly(A) Vx
SublinSize

Time(SSizeFE.Enc) < |TruthTable(I")| - poly(A)

Su

ccinct

Time(SuccinctFE.Enc) < |SSizeFE.Enc(mpk, x)| - poly(A, log Time(SSizeFE.Enc))
< |T* - poly( A, log |TruthTable(I")|)
< |T|* - poly(A), i.e. sublinear-time encryption
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XiO

From XiO to iO

LWE — Succinct FE
Next Talk — XiO

Succinct FE

—> Sublinear-size FE

Succinct FE

— Sublinear-time FE
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XiO

Sublinear-time FE — iO [BV15; AJ15; LPST16b]
Goal: ConstructiO for I : {0,1}" — {0,1}".

i Obf(12,T):

i Setup n+ 1 STimeFE key pairs. Generate ctxt, < Enc(®)(mpk(®), ).

(1)
K

I For0 < i < n, generate a function key skg,.

for the following function:
(T, xg) = (Enet™) (mpkU+) (T, x4 [10)), Enc™* ) (mpkl 1 (T, x14.41[1)))
I Generate a function key skfj") for the universal circuit U : (I, x) — I(x).
+ output (ctxte, sk, ..., skt sk,
t Eval(l, x):
I For0 <i<nrunctxtr ., < Dec() (sk!). etxtr x, ) )-
I Outputy Dec(")(skg,"), Cixtr ).
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XiO

Sublinear-time FE — i0 [BV15; AJ15; LPST16b]

i Obf(1*,T):
t Setup n+ 1 STimeFE key pairs. Generate ctxt, < Enc(®) (mpk(®), T').

I For 0 < i < n, generate a function key sk(E'zC for the following function:

(T xgrq) = (Enc ) (mpk(HD (T, xq1.1[10)), Enct* D (mpk 1. (T, xp1.4]11)))

)

I Generate a function key skf," for the universal circuit U : (I, x) — '(x).

Proof of efficiency:

Time(Enc(")S)UbgimrU]O‘T -poly(A) < |T|* - poly(\)
Time(Enc("_1)S)Ubgmjle'ime(Enc(”))a -poly(A) = (|T'|* - poly(A))? - poly(A) = |I‘|a2 . poly()\)Ho‘

SublinTime

Time(Enc®) < [F|*"" - poly(A)Fot-Fe" < |rje"™ -poly()\)1/(1_a) < poly(\)
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End

Take Away

or

Russell W. F. Lai
Aalto University, Finland
N russell.lai@aalto.fi

LWE — Succinct FE
Next Talk — XiO

Succinct FE

— Sublinear-size FE
Succinct FE

— Sublinear-time FE

recursion
iO

Size compression — time compression — iO.

':e:' russell-lai.hk
&} research.cs. aalto.fi/crypto

Thank You!
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